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AN INTRODUCTION TO RUBRIK CLOUD DATA 
MANAGEMENT (CDM)
Rubrik Cloud Data Management platform unifies backup, instant recovery, replication, global indexed search, 
archival, compliance, and copy data management into a single scale-out fabric across the data center and 
public cloud. Rubrik is used by enterprise organizations to securely manage all data, physical or virtual, across 
all locations – on-premises, edge of the data center, and in the cloud.

Instant search delivers near-zero RTOs with predictive search. Easily locate VMs, databases, applications, or 
files regardless of whether it resides in the cloud or on premises.

Policy-driven engine and programmatic interface eliminating daily operational management by automating 
how data services are created, consumed, and retired from across the data center to the cloud.

Orchestration is the core of Rubrik, providing a suite of APIs that can be used to orchestrate data from data 
center to cloud. Rubrik provides the freedom to provision data management services with configuration 
management tools and via custom portals.

Data is secure in transit and at rest throughout the entire lifecycle, regardless of location. Granular role-based 
access can be leveraged while automating compliance reporting in order to successfully meet and complete 
various industry audits.

Analytics and reporting are provided by Rubrik Envision, which unlocks actionable insight across the data 
center and cloud with customizable reports. Arm yourself with platform analytics that detail operational 
efficiency, compliance, and capacity utilization across the infrastructure.

For more information, watch the on-demand Product Demo or visit the Rubrik website.

AN INTRODUCTION TO NUTANIX
Nutanix leverages a hybrid delivery model that capitalizes on public cloud advantages while still maintaining 
the control and security of an on-premises data center. The Nutanix Enterprise Cloud integrates the core 
resources (compute, networking, storage, and virtualization) into a hyper-converged platform that is capable 
of running nearly any application, at any scale, while eliminating the complexities of a legacy architecture. It 
can be deployed as a turn-key appliance or as software on customer selected hardware.

The Nutanix Enterprise Cloud Platform is a scale-out cluster of high-performance nodes, each containing processors, 
memory, and local storage consisting of SSD flash paired with high capacity SATA drives. Each node runs a standard 
hypervisor along with a Nutanix Controller Virtual Machine (CVM) responsible for managing the local storage 
resources from each server forming the Distributed Storage Fabric (DSF). Virtual machines (VMs) running on each 
node access storage by either attaching a vdisk from the DSF or by using in-guest iSCSI with Acropolis volume 
groups. Volume groups provide vdisk access directly to the guest OS when block storage is required.

Nutanix Acropolis can be divided into three core components: the Distributed Storage Fabric (DSF), the App 
Mobility Fabric (AMF), and Acropolis hypervisor (AHV). Prism provides centralized, one-click management for 
the entire virtual environment running on Acropolis. Acropolis is hypervisor agnostic --in addition to supporting 
VMware vSphere and Microsoft Hyper-V, Acropolis includes its own native, built-in hypervisor, AHV.

More information can be found on the Nutanix website.

http://pages.rubrik.com/ProductDemo.html
http://www.rubrik.com/
https://www.nutanix.com
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AUDIENCE
This reference architecture is intended to provide architects and administrators more information about the 
implementation and benefits of Rubrik’s direct integration with Nutanix Acropolis hypervisor (AHV).

For the remainder of this document “virtual machines” will be referred to as “VMs.”

INTEGRATION OVERVIEW
Rubrik provides end-to-end data management for Nutanix. Users can securely access data instantly, automate 
protection policies, and orchestrate data across multi-cloud environments.

The architecture and configuration between Rubrik and Nutanix is intentionally straightforward yet powerful. 
This aligns with our focus on simplicity — we always strive to make even the most complex architectures seem 
easy.

Rubrik has long supported VMware vSphere on the Nutanix platform, and more recently Microsoft Hyper-V. 
Rubrik is excited to extend its partnership with Nutanix to be one of the first supporting native Acropolis 
hypervisor (AHV) backup and recovery. 

Rubrik capitalizes on enhancements to Acropolis Block Services (ABS), such as Challenge-Handshake 
Authentication Protocol (CHAP) support. Additionally, the new REST 3.0 API is utilized to interact with Nutanix 
Changed Region Tracking (CRT) to query the changed metadata regions given any two snapshots of a virtual 
disk or VM. This approach is valuable for taking incremental backups and even useful while taking full backups 
because the API identifies regions that are zeroed, therefore saving on read operations. This integration also 
leverages Nutanix VSS snapshots with Nutanix Guest Tools (NGT) to quiesce virtual machines as a part of the 
snapshot. 
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An overview of Rubrik’s support of AHV is as follows:

• Automated protection & restore workflow

• Policy driven protection and retention operations

• VM-granular backup and restore

• Auto-protect newly discovered VMs

• Export and recover VMs

• File browse and download

• Securely replicate or archive to other sites

• Rubrik Core Capabilities – global search, erasure coding, reporting

• Scale as you need

What is unique is that Rubrik is accomplishing all these tasks using iSCSI rather than NFS.

Please note that file-level restore and live mount is not currently supported as of Rubrik CDM 4.0. This is 
because it is not currently possible to use Nutanix compute and storage from a third party as of yet.

ARCHITECTURAL OVERVIEW 
Rubrik is a vendor-agnostic platform that is built on an API first architecture. Rubrik and Nutanix worked 
together to leverage AHV’s powerful APIs to integrate seamlessly and provide customers with unprecedented 
simplicity and backup performance.

Rubrik provides end-to-end data management for all applications running on Nutanix regardless of hypervisor. 
Users can securely access data instantly, automate protection policies, and orchestrate data across multi-
hypervisor environments.

The following details a few requirements that must be met for this integration:

• Rubrik version 4.0 or later

• Nutanix REST API version 3.0 or newer

• IP configured for iSCSI Data Services
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• Permissions within Nutanix for the Rubrik cluster to create and delete volume group, copy container, 
create VM, and create and delete snapshots.

Additionally, the following assumptions have been made in the writing of this document:

• AHV based environment (NOS 5.0 or later)

• SSL certificates have been configured

• Highly available IP for Prism (not required but a good practice)

These requirements and assumptions should be taken into account for the remainder of the document.

NUTANIX SNAPSHOTS

As snapshots are a core Nutanix capability, it is important to understand how they work. When a snapshot is 
initiated, the base virtual disk (vdisk) becomes the (read only) snapshot while a new vdisk is created for reads 
and writes. Each vdisk has its own block map that points to where data is physically stored, so accesses never 
traverse a long chain of snapshots.

When a write to vdisk occurs, the new data is written to a new location using a redirect-on-write algorithm. The 
block map of the read/write vdisk is updated while the base vdisk block map is unchanged. Additional storage 
is only consumed when data is changed or added making this process space efficient.

Since Nutanix snapshots are based on redirect-on-write, there is no performance impact from keeping 
snapshots for a period of time. The Nutanix OS continuously optimizes and indexes the snapshot metadata for 
performance and capacity.

It’s important to note that Nutanix snapshots benefit from resilient web-scale design. Each snapshot block is 
stored either multiple times or protected by erasure coding. Data redundancy extends across multiple nodes, 
therefore the chances that a hardware failure renders a snapshot inaccessible are greatly reduced.

Acropolis supports both application-consistent and crash-consistent VM snapshots. VM snapshots are by 
default crash-consistent, meaning that vdisks captured are consistent with a single point in time. The snapshot 
represents the on-disk data as if the VM crashed or the power cord was pulled from the server, therefore the 
snapshot does not include anything that in memory at the time the snapshot was taken.
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USING NUTANIX APIs

Nutanix provides a web console utility to assist in getting started with the Nutanix REST API. The explorer 
displays the parameters and format for the API calls which can be included in scripts. Sample API calls can be 
made to show the type of output you should expect to receive.

The API allows the use of HTTP requests to get information about the cluster as well as make changes to the 
configuration. Output from the commands are returned in JSON format.

API calls are made during initial configuration for Rubrik’s integration with Nutanix. The following image 
demonstrates sample API calls to the Nutanix cluster endpoints.

The objects are listed by a relative path which will appended to the base URL https://management_ip_
addr:9440/PrismGateway/services/rest/v3/api, where management_ip_addr is the IP address of any Nutanix 
Controller VM in the cluster.

The following image demonstrates API calls to a virtual machine in order to take and delete snapshots used in 
the backup process.

A complete list of REST API functions and parameters is available in the REST API Explorer section of the 
Nutanix web console.
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OPERATIONAL OVERVIEW
Rubrik and Nutanix product lines leverage a complementary web-scale architecture that is well suited for a 
progressive hybrid cloud enterprise, providing a daringly simple, scale-as-you-go hyper-converged infrastructure 
resulting in a reduced data center footprint. All this is possible while still accelerating applications and business 
requirements. This section aims to highlight how lightweight the Rubrik and Nutanix joint solution is.

PROTECTION WORKFLOW

Rubrik provides a fully automated protection work flow that directly integrates with Nutanix AHV, using 
the native Nutanix snapshot technology. This improves the performance of data protection in virtualized 
infrastructures.

As a preliminary step, Rubrik needs to be connected to the Nutanix cluster – simply enter the cluster name 
or IP, cluster UUID, admin credentials, and Certificate Authority (CA) certificate information in Rubrik. Once 
complete, select which VMs to protect and define the appropriate SLA policies.

The following provides a visualization of the automated workflow happening during the backup process:

1. A VM snapshot is created on the Nutanix cluster. Changed regions between newly created snapshot 
and base snapshot are identified. This is so Rubrik only fetches changed data for incremental backups. 

2. A temporary volume group is created. The volume group contains clones of the snapshot’s disks.

3. Rubrik authenticates with volume group and attaches to the iSCSI target, allowing access to snapshot 
disks as local block devices.

• Using iSCSI volume groups doesn’t expose the entire storage container in the way that NFS/SMB would.
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4. Data is ingested by reading the snapshot disks’ data into Rubrik’s Atlas filesystem using 1 MB chunks 
with some calculated parallelism.

5. Cleanup of volume group and base snapshot. The snapshot created in step 1 becomes new base.

The end result is a protected VM and a single Nutanix snapshot that will be used as the base for changed 
region comparison.

RESTORE WORKFLOW

The following provides a visualization of the automated workflow happening during the restore process:

1. When the restore process begins, the data is materialized from the Rubrik Atlas file system. Using 
APIs, Rubrik calls Nutanix to create a temporary volume group containing empty disks which are 
created in equal size to that of the snapshot disks’ sizes.

2. Rubrik authenticates with the volume group and attaches to the iSCSI target, allowing access to the 
empty disks as local block devices.
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3. Data is copied from Rubrik snapshot disk data to the disks within the volume group using 1 MB 
buffered writes.

4. A new VM is created (exported) on the Nutanix cluster with the disks cloned from the volume group. 
Optionally power on the VM.

5. Once the VM is running on the Nutanix datastore, the temporary volume group is deleted.

After cleanup, the end result is a VM running on an AHV host and the Nutanix datastore.

CONCLUSION
Rubrik’s direct integration with Nutanix AHV extends our focus on simplicity while meeting a customer’s 
business requirements. Nutanix supports running VMware vSphere and Microsoft Hyper-V and Rubrik provides 
data protection support for both hypervisors. Or you can choose to lean into the future by using Nutanix AHV 
protected by Rubrik.

Regardless of which hypervisor you prefer - VMware vSphere, Microsoft Hyper-V, or leaning into the future 
with Nutanix AHV - Rubrik provides simple yet powerful data protection for your Nutanix infrastructure
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